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My personal website
• Online outline of this presentation

• Has ‘bonus’ information and links to articles not covered in todays 
presentation

• PDF version of the outline
• PDF version of my PowerPoint slides



Criminal activities carried out by means 
of computers or via the internet.

Source: Google.com



Hackers and scammers are actively trying 
to gain access to your computer and to 
your personal and financial information 

with one goal in mind: 

To steal from you!



https://www.cnbc.com/2018/02/22/cybercrime-pandemic-may-have-cost-the-world-600-billion-last-year.html



Key Points:

• About 0.8 percent of global GDP
• 35% growth from 2014, when the cost was “only” $445 billion
• The rapid increase is largely due to the lower cost of entry and 

advancements in technology
• North Korea, Iran and Russia tend to go after financial services, while 

espionage activities are more rampant in China



Goals for this Presentation

1. Understand how they will try to steal from you
2. Know steps you can take to minimize your risk



Phone Calls

Social Engineering
• Utilizes knowledge of typical human behavior
• Pretending to be somebody they are not
• Tricking you into revealing private or sensitive information



Commonly Used Approaches

Social Security Scam

Goal:
• Convince you that your Social Security Number is being used by a 

criminal
• Get you to provide private information to clear your name



Commonly Used Approaches

Jury Duty Scam

Goal:
• Convince you that you a warrant has been issued for your arrest for 

failure to appear for jury duty
• Persuade you to pay a fine to clear your name



Commonly Used Approaches

Health Insurance Scam

Goal:
• Convince you that you missed the open enrollment period
• Get you to provide private/personal information
• Refer to a scam insurance agent
• Sell your information



Caller ID Cannot be Believed Anymore

• Scammer have technology that can make your CallerID say anything 
they want:

• Dallas PD
• IRS
• Citi Card
• Microsoft



Other Commonly Used Approaches

• Government Representative (such as IRS)
• Financial Institution (Bank or Credit Card company)
• Microsoft Technical Support
• Blackmailer

• Extramarital affairs
• Pornography



Common Themes

• They want information
• They want payment
• They want it NOW

• Or else bad things will happen to you…



Best Defense

• Be very careful about what you disclose over the telephone
• Do NOT provide personal information
• Do NOT provide financial information
• Do NOT buy gift cards!



Best Defense

• When in doubt, verify
• Hang up!
• Obtain accurate contact information
• Call and ask for assistance



Obtain Accurate Contact Information

• Use Google to find legitimate contact information
• Use your own saved Browser links
• Use your own contact information



World Wide Web (a.k.a. “The Internet”)

• Bogus business offers
• Useless Health Care Products
• Discount Software



Greeting My friend

First i thanks your attention to me, I am mercy kings My parents Mr.and Mrs.kings
were assassinated here in IVORY COAST. Before my Before my father's death he had 

(USD $5.9M) Five Million Nine Hundred 
Thousand United State Dollars deposited in a bank here in 

Abidjan. I want you to do me a favor to receive these funds to a 
safe account in your country or any safer place as the beneficiary. I want 
to come over to your country for the safety of my life from the hands of this wicked 
assassins. I have plans to do investment in your country, like real estate and 
industrial production This is my reason for writing to you.

Your sister mercy kings.



World Wide Web (a.k.a. “The Internet”)

• Bogus business offers
• Useless Health Care Products
• Discount Software
• International money transfer requests
• Pop Ups











The Goal of all of These:

Convincing you to:
• Call their telephone numbers
• Click on their links

ClickCall



Malware

• Malicious Software
• An umbrella term used to describe software that has malicious intent
• Can be installed on your system when you click on links

Click



What can Malware do?

• Obtain all of your email contacts
• Scan your email and files for useful information

• Account numbers, UserIDs and Passwords



What can Malware do?

• Destroy files
• Lock your PC and demand a ransom



What can Malware do?

• Destroy files
• Lock your PC and demand a ransom
• Surreptitious monitoring
• Surreptitious use of storage and processor



What to do instead

It usually looks much more threatening that it really is…
• Clear your Browse cache
• Close your browser
• Re-Boot your system

ClickCall



EMail

It is important to learn the signs of malicious email messages
• Spam
• Phishing



Spam

• Messages sent to a large number of recipients
• Usually caused by a virus on somebody else’s PC
• What to look for:

• Strange or unusual topic
• Links to webpages with long or weird URL’s
• Attached Files
• Weird senders email address



Do Not Open Attachments!



Message Preview / Auto Preview



Do NOT Enable…



Phishing

• An attempt to make you believe that the email is from a legitimate 
company, organization, person or friend



https://framalink.cancellation
Click or tap to follow link.



?



http://www.chase.com
Click or tap to follow link.



http://www.chase.com
Click or tap to follow link.



http://www.bit.do/exwue
Click or tap to follow link.





qtqat.com/Chasee



http vs https

• http stands for “Hyper Text Transfer Protocol”
• It is the underlying protocol used to establish connections on the internet

• https provides a more secure connection
• Chrome (Google) has started identifying http connections as “Not 

Secure”
• The reality is that they simply are not as secure as they could be….



Smishing

• Phishing attempt sent via the 
cellular SMS network

• Phishing Text message

Click Call



Public WiFi

WiFi networks that are available in public places:
• Libraries
• Airports
• Restaurants
• Hotels
• Conferences



Problems with Public WiFi

• It is a shared resource
• With the right technology, others may be able to see what you are typing

• You may be connecting to a scammers fake network
• Designed to look legitimate
• The scammer will be able to see what you are typing



Good Public WiFi Habits

• Assume somebody can see the information you are typing
• Never enter private information when connected to a public Wifi

network
• UserID’s and Passwords
• Financial information
• Personal/private information



Public WiFi Alternative

• Mobile Phone:
• Turn WiFi off

• Uses your phones data network instead

• Laptop or Tablet
• Use the Hotspot capability on your mobile phone

• Uses your phones data network instead

Note: Both of these options will increase your data use….



Indirect/3rd Party Attacks

Information about you is obtained from business or government 
systems:
• Name
• Address
• Identify Information
• Financial Information
• UserID
• Password



https://www.theguardian.com/technology/2019/jan/17/breached-data-largest-collection-ever-seen-email-password-hacking



Why Should You Worry?

• Having specific information about you makes it easer for scammers to 
use the techniques we have already discussed to try to get more 
information from you

• If you use the same UserID and Password on multiple systems they 
may be able to log into your accounts without your knowledge

• If you use a weak/common password they may be able to hack into 
your accounts without your knowledge



Most Popular/Commonly Used Passwords

From analysis of millions of accounts that have been hacked and made 
publicly available
• 123456
• 123456789
• qwerty
• password
• 111111



https://haveibeenpwned.com/





Protect Yourself!



Passwords



Most People Have Bad Habits

• Identical User ID’s and Passwords are used on multiple accounts
• Passwords are changed infrequently (if at all)
• Hackers know this

• If they get access to one of your accounts,  they will try that combination on 
other accounts



Password Goals

• Make every password unique
• Change passwords on a regular basis
• Create strong/complex passwords



Characteristics of a Strong Password

• At least 10 characters in length
• Contains one or more of each of the following:

• UPPER CASE letter
• lower case letter
• Number
• Special Character (NOT a letter or a number)

• Does not include words found in a dictionary
• Easy for YOU to remember



Creating A Strong Password Is Not Hard



Pick a Phrase

Creating A Strong Password Is Not Hard



First Letter From Each Word

Creating A Strong Password Is Not Hard

caspinh



Add A Number

Creating A Strong Password Is Not Hard

caspinh19



Add A Special Character

Creating A Strong Password Is Not Hard

caspinh19*



Make it Unique For Each Site

Creating A Strong Password Is Not Hard

caspinh19*FAC Facebook



Make it Unique For Each Site

Creating A Strong Password Is Not Hard

caspinh19*FAC Facebook
caspinh19*TWI Twitter



Make it Unique For Each Site

Creating A Strong Password Is Not Hard

caspinh19*FAC Facebook
caspinh19*TWI Twitter
caspinh19*VER Verizon



Next Year

• Pick a New Phrase
• ‘She Turned Me Into A Newt’

• Change the Number
• Pick a different special character

stmian20&FAC Facebook
stmian20&TWI Twitter
stmian20&VER Verizon



Remembering All Those Passwords

• You probably have a lot of accounts
• I  have 169
• My Genealogy Society has 60
• My State Genealogical Society has more

• Many sites impose unique/different password requirement
• Your password scheme may not work on all sites



Remembering All Those Passwords

• If you were hacked today, would you know all of the accounts you 
have that need to be updated with a new password?

• If you became incapacitated (or died), would your significant other (or 
your executor) know how to access all of your accounts?



Reasons To Use A Password Manager

• It provides an environment that makes it easier for you to create 
strong, unique passwords for each site

• Can be accessed from anywhere
• Via the internet
• Using a mobile device App



Reasons To Use A Password Manager

• Most warn you when duplicate passwords are discovered
• Most have tools that allow you to quickly change passwords for each 

site
• Leaves a record of your accounts for your spouse or executor

• As long as they have the password!



Password manager reviews 2019



2-Step Authorization



Two-Factor (2-Step) Authentication

• Some websites allow you to link your mobile phone into your account 
information

• Logging in from a new location, device or using a new browser 
triggers a text message to your mobile phone

• You must enter the string you receive in order to log in





Two-Factor (2-Step) Authentication

• Provides an additional layer of protection
• Prevents access even if your UserID and Password are compromised

• Bonus: You will receive a text message if somebody else tries to access your 
account



Security Questions



Security Questions
Many sites ask you to provide answers to questions 

that will be used if you forget your UserID or Password.



Security Questions

• Typical Questions:
• Where did you go to High School?
• What is your mothers maiden name?
• What was your first car?

• Answers may be easily guessed or discovered



Provide Unexpected Answers

• Develop a personal strategy to mutate your answer
• Enter it twice
• Type it backwards
• Append the number of characters

What was your first car?
chevy
chevychevy
yvehc
chevy5



Keep Software Current

• Out of date software tends to have known vulnerabilities
• Load patches as they become available
• Fee based upgrades:

• Best to stay current
• Don’t let yourself fall more that one release behind





Verify The Source!

Be sure that you are getting software upgrades from the legitimate 
source

• Don’t trust pop-up windows on the internet
• Check for updates when you are using the app
• Go to their website and check for updates



Home Phone

• National Do Not Call Registry
• Use CallerID

• Only answer calls from people you know

• Let suspicious/unknown calls go to voicemail



Mobile/Cellular/Wireless Phone

• National Do Not Call Registry
• Keep contact list up to date

• Only answer calls from callers you know
• Block repeat callers who do not leave a message

• Use Provider Privacy Tools
• AT&T: Use the Call Protect app (Free)
• T-Mobile: ScamID (Default) & ScamBlock (Free)
• Verizon: Call Filter ($3/month, free beginning March 2019)



Mobile/Cellular/Wireless Phone

• Load and use Apps to interact with businesses
• Much more secure than using a browser

• Only download Apps from legitimate sources
• Apple Store
• Google Play Store

• Make the inactivity time required to lock your phone short
• Enable your phone’s “Find My Phone” feature



Tighten Up Mobile Phone Account Security

It is as important as you Credit Card and Bank Accounts!
• Strong, Unique Passwords (changed often)
• Two Factor Authentication enabled
• Strong Security Question answers
• Implement any other security they offer

• AT&T allows definition of a PIN



Suspect Sudden Cell Phone Failure

• “Slamming” cell phone accounts (unauthorized transfer of service) is 
becoming increasingly popular.

• Your phone number could be ported to another phone
• Thief can use this to bypass your Two Factor Authorization



Windows User? Use Anti-Virus Software

• Windows Defender is built into the OS
• Appears to be a good product

• Other commercial products are rated higher in some aspects of 
services and protection

• Best ones appear to provide updates sooner
• An advantage when new threats emerge

• “Zero-Day Attacks”



Which One Is The Best One?

• Google it
• Review every year

• Consider changing if a better product becomes available



Monitor Your Key Financial Accounts

• Review these accounts at least monthly:
• Bank Accounts
• Debit/Credit Card Accounts
• Cellular Phone Accounts

• Consider using their App
• Look for questionable or fraudulent activities

• Follow up immediately



Freeze Your Credit Reports

• The Big Three Credit Monitoring Companies:
• Experian
• Equifax
• TransUnion

• A credit report is usually required before creditors will grant 
somebody credit

• You will not normally be notified that a request has been submitted

• Freezing access to your Credit Reports may prevent somebody from 
establishing credit using your identity



Credit Freeze

• You need to contact each company separately to put the freeze in 
place

• This will be done at no cost to you (as of September 2018)
• You will need to un-freeze one of the accounts when you apply for 

credit



Browsers

• Keep software up to date
• Create links to businesses, banks and financial contacts

• Use these when contacting them

• Take advantage of security add-ins



Backups

• Good backups are your ultimate defense against a malicious virus
• You should be backing your information up 3 ways:

• Utilize your computers native backup software
• Pay for an online backup service such as Carbonite or Backblaze
• Purchase a USB drive and copy files to it each month

• Be sure your SmartPhone is being backed up as well



Good Housekeeping

Malicious software is designed to search your computer to locate email 
and files with financial, banking and other sensitive information. 
• Delete or encrypt files with sensitive information
• Delete email messages with sensitive information

• Don’t forget your “Sent Mail” file



You Are Not Paranoid…

They REALLY ARE 
trying to get to you!



Summary

• Get serious about managing your passwords
• Enable 2-step authorization
• Provide weird answers to security questions
• Don’t click on suspicious links
• Use caution on public WiFi networks
• Freeze Credit Reporting
• Monitor financial and cellphone accounts
• Keep software up to date



You can’t outrun a bear!



But you can outrun those around you!

You



Questions?

https://www.rayson.us/aehanson/presentations/current/psap/



Thank you!
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